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George
Hello everyone and welcome to the Tech Takes podcast and our new series Quick Takes, providing you with the information and updates you need to stay secure quickly. My name is George Blore. I'm the senior analyst on the Cyber Threat Intelligence team. And today I'm joined by my two colleagues, Clive and James. Clive, do you mind introducing yourself?
Clive
My name's Clive, I'm a threat intelligence analyst here at Jisc and I'm focused on threat modelling and tracking, threat actor tactics, techniques and procedures.
George
Thank you Clive. James.
James
Hello everyone. I'm James and I'm one of the threat intelligence analysts here at jisc.
George
Brilliant. So in this episode today we are going to be talking about North Korean APTs targeting UK education and research institutions. So Jisc over the past few years have supported several incidents where North Korean actors are being attributed to attacks on academics which are employed by our members. Most, if not all of them have been attributed to apt 43 which is a sophisticated actor belonging to the North Korean regime. So apt 43 probably is better known as Kim Suki and this is a, as I say, a North Korean apt, so a state sponsored actor who has been active since at least 2012. Initially in 2012, the group initially focused on targeting South Korean government entities, think tanks and specific individuals but then quickly expanded its operations to include the United States, Russia, Europe and other UN countries. Kim Suki has focused its intelligence collection activities on foreign policy and ah, national security issues related to the Korean Peninsula, nuclear policy and sanctions. So Kim Suki is one of the several APT groups that are believed to be operating out of North Korea and sponsored by the North Korean government. Kim Suki allegedly operates independently, but there are indications that it may have tight connections with other North Korean APT groups. So one of these groups you should probably heard of before is the Lazarus Group. The Lazarus Group has been involved in many high profile attacks including the attack on Sony in 2014 and the very famous WannaCry ransomware attack throughout 2017. There is no direct evidence linking Kimsuki and the Lazarus Group. However, with both of the APTs they both share similarities in their tactics and targets and they also share tooling and other techniques between them. And obviously both groups are believed to be sponsored by the North Korean government, suggesting that they may share resources or other information. so now we've got a bit of background around the APT themselves, I'm going to pass over to Clive to give us a bit more information about their M.O.
Clive
Thanks George. While many cyber criminal groups are motivated by money and financial gain, others are driven by an ideology that aligns with their governments operating as state sponsored hackers and conduct criminal campaigns. The driving force behind North Korean threat actors is really rooted in state survival and economic necessity. We can break down North Korean threat actor motivations into a number of interconnected categories, financial gain and espionage with the objective of ensuring regime preservation and maintaining internal stability and control. Circumventing sanctions is also on the agenda with North Korean threat actors as North Korea is subject to some of the most stringent international sanctions in the world which severely restricts its ability to engage in legitimate trade and access the global financial system. Cybercrime provides a clandestine and lucrative revenue stream for the North Korean government and funds obtained through stolen cryptocurrency are allocated towards the regime's main priorities. Multiple sources have directly linked these stolen funds to financing the North Korean government's arms programmes. Espionage and strategic advantage is another crucial motive of for North Korean threat actors including APT43. Gathering intelligence on North Korean's enemies, especially the command structures of South Korea and its allies, also informs North Korea's own military strategy and deterrence posture. A further driver for the North Korean threat landscape is diplomatic and geopolitical intelligence. Spying on governments, organisations and individuals, including academics and researchers involved in fields such as human rights in North Korea and geopolitics is another motivation observed by numerous security researchers who focus on these threat groups.
George
That's brilliant. Thanks Clive. So I just wanted to talk a bit about why doors, Apt 43 and specifically North Korea target our members. So as we probably all know that Janet members employ many researchers and a huge scope of research. There is a lot of research that goes on with our members, around the world and Asian geopolitics, nuclear research and nuclear policy and also research around the North Korean regime and with researchers. Many researchers have a large online presence. This is quite natural for them because they want to be able to be approached by other researchers globally, collaborate on research tasks and they are seen quite often on social media engaging in conversations around kind of their interest points. So now we're just going to go talk around some incidents that GC sort of supported the first one I'm going to pass over to James.
James
Thanks George. So I won't go into too much detail about this incident just to protect the people and the organisation that was involved but we thought it'd be good to highlight examples where these threat actors have targeted our sector as well as to highlight the risks that they pose to all the members. So the first incident we observed earlier this year was targeting a researcher who was focused on specific aspects of North Korea. Initially it's assumed that the threat actor gained access to the researcher's personal device via phishing, specifically using a tax themed zip law to attract the researchers attention. The use of these zip laws with a Korean file name is a known TTP of APT43 and has been observed in multiple campaigns reported by other security companies and researchers. One of these security companies that's reported on it previously IS genions in 2023 where the TCPS and attack chain are almost identical to what they reported on starting off with taxing zip laws which result in the execution of malicious auto IT scripts. Another campaign with similar ttps was called Deep Drive or Deep Drive which was coined by Secure Onyx's threat research team earlier this year. And there was another campaign reported by Microsoft in a series of posts on X where they mention a PDF law which is followed by the install of a browser based remote desktop tool. Now unfortunately in our incident we didn't get access to the file itself, so we can't confirm which campaign this attack may have been a part of or what was inside of the zip file. However, from the information we do have on the incident, the ttps line up with the campaign observed by Genions the most. After the initial load was successful, Blackdoor was then installed to maintain persistence to the device via malicious auto IT files, another common TTP used by North Korean thractors. As mentioned earlier and during the intrusion the actors were observed to be searching for emails related to an event where North Korea was the specific focus. This is a common motive behind North Korean APT attacks where the objective can be things like gaining information on how North Korea is perceived in Western countries or potentially to gain information on persons of interest to the North Korean regime such as dissidents or people are openly critical of North Korea. An EDR solution was also deployed to the device post compromise which further alerted to like the APT43 activity highlighting the auto IT files which I mentioned previously which are a known common TTP of these sorts of attacks.
George
Great, thanks James. That's a really good summary of that incident. So I'm just going to quickly now cover a recent incident. So in September JISC csirt was contacted by one of our members regarding a compromise of an account belonging to a researcher. This researcher specialised in research around the North Korean interests. So how it started was the researcher was approached via a Hotmail account the name of this Hotmail account was seemingly impersonating another well known researcher based in Europe. This initial email was basically inviting members researcher, to collaborate on a project. After the researcher had replied, the threat to came back with a PDF which was completely benign and this PDF contained potential research topics that they could collaborate on. Once the member's researcher then responded to the PDF agreeing in principle to some of the collaboration work, the threat actor then sent over another email address. And this contained a malicious URL. So this URL redirected the user to a M.UM365 adversary in the middle phishing link. And at this point the researcher had inputted their credentials and relinquished them to the threat actor. And after this point the researcher then redirected to a Google form. And this Google form was there basically to make it all look legitimate. And it was a form to fill out to apply for grants of research. It's worth noticing that MFA was enabled for the user. So the way the threat actor got around the mfa, obviously after the researcher had relinquished their credentials, they leveraged adversary in the middle techniques to capture the authenticated session token which was then used to access the account. Once they'd logged in using the session token, the actor assigned MFA to their own device, which in this case was an Android mobile phone. And then the actor stayed silent for a small while. So this was probably the actor was trying to see if they'd been rumbled in any way. And after a few days the threat to came back in and leveraged the compromised email account to send emails to 5 external users. And this is from the researcher's email account. And this was the same adversary in the middle via M365 phishing law as the the original one. However, in this case there was also a custom Gmail landing page as well because one of the victims was a ah Gmail account. And after this the threat actor sets up mail rules to delete any replies from the addresses so the researcher, the compromised researcher would not see that their account was compromised if anyone replies to it. And based off the evidence the TTPS and the IOCs we got from this incident, it is very likely that this compromise was caused by APT43 and as mentioned also known as Lazarus or Kim Suki. And this is activity we've observed quite a few times in the past. Obviously We've only covered two incidents in this, but this are the two incidents that we cover the TCP's lineup with other incidents that just support in the past. So now I'm going to pass over to Clive to take us through some, potential mitigations.
Clive
Thanks George. Let's start where a North Korean threat actors like APT43 often do. And that's the inbox. Enhanced email security is the first and critical layer. Given that APT43's heavy reliance on sophisticated SPEAR phishing, a robust email security gateway is recommended, especially solutions that go beyond basic filtering and containers. Advanced phishing detection capabilities. Next, tackle APT43's abusive identity. They are known to spoof trusted domains by exploiting weak DMARC policies, so implementing DMARC policies and configuring them to quarantine and reject spoof emails before they reach users is highly recommended. Next is digital certificate management. Regularly check for unauthorised certificate generation and use certificate pinning on essential systems to protect against man in the middle attacks Approach defensive controls with a, post compromise mindset. Here endpoint protection focuses on detection and response. EDR tools are essential. They are the eyes and ears on every device looking for specific tactics. APT43 uses script based attacks, code injection and persistence mechanisms like registry run keys or scheduled tasks. Pair your EDR with behavioural threat protection that can spot and block anonymous activity. Next is to consistently update and patch oss and software. Apt 43 will exploit known vulnerabilities if they are given or find the opportunity. Network security is also about containment. If a threat actor gains a foothold within the environment, limiting their ability to move laterally is important. This is where network segmentation is key, not forgetting multi factor authentication. Even if credentials are phished, MFA can be the barrier that stops unauthorised access in its tracks. Implement MFA everywhere that is feasible. Complement this with a robust IAM solution to control and monitor who has access to what. APT43 has evolved with the times and so must defences. They've been observed leveraging platforms like Dropbox and Google Drive for command and control. This makes cloud security a vital part of this defence strategy. But let's not forget the human Element which is APT43's primary attack vector. User awareness and training should be considered the most powerful defensive control and absolute essential is the education of employees, especially specific social engineering techniques employed by North Korean threat actors such as impersonating journalists and academics. To build trust, it's imperative to build a culture where users are trained to identify and crucially promptly report suspicious messages.
George
Awesome. Thanks for that Clive. It's a really good summary of the mitigations that members can take. So just quickly to wrap up, I just wanted to mention the risk to researchers and the organisations themselves. So other than the actual compromise of the account, we've got to remember that APT43 is a state sponsored North Korean actor. They are looking to steal personal information and especially personal information belonging to researchers, research partners and member institutions as well. There may be cases where these threat actors will pivot out of the email environment and into the rest of the environment for other espionage campaigns. And you've got to also think of the other risks that come with a country like North Korea having access to researcher data. North Korea obviously has a very good working relationship now with, with Russia off the back of the the Russia Ukraine war. That's kind of ah, exacerbated that. And you have to, you have to remember that if North Korea have intelligence about any research they will pass it on to their allies such as Russia. So you have to think around the implications that come around that. So we also have to remember that researchers are, our members also are involved in mod contracts. So that is mod research. So if a member is compromised then there is a chance that mod research could be stolen and the threat actors could have access to mod channels. So that brings us to the end of the podcast. For more podcast episodes make sure to check out the tech takes on all the leading podcast providers or visit jisc.ac.uk podcasts. Also make sure to check out the programme for this year's security conference taking place in Manchester and online on the 25th and 26th of November. All Jisc members and customers are eligible for two free in person tickets. So make sure to contact your relationship manager to find out more.
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